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Drivers

e Supported Opal compliant SEDs require updated Intel Rapid Storage Technology Drivers, located at http://www.dell.com/
support/drivers/us/en/19/DriverDetails/Product/latitude-e6440-laptop?
driverld=1KX2H&osCode=W764&fileld=3356216042&languageCode=en&categoryld=SA

O ==

Due to the nature of RAID and SEDs, SED management does not support RAID. The issue with "RAID=0On" with SEDs is
that RAID requires access to the disk to read and write RAID-related data at a high sector not available on a locked SED
from start and cannot wait to read this data until after the user is logged on. Change the SATA operation in the BIOS from
"RAID=0n" to "AHCI" to resolve the issue. If the operating system does not have the AHCI controller drivers pre-installed,
the operating system will blue screen when switched from "RAID=0On" to "AHCI."

Client Prerequisites

e The full version of Microsoft .Net Framework 4.5 (or later) is required for Security Tools. All computers shipped from the Dell
factory are pre-installed with the full version of Microsoft .Net Framework 4.5. However, if you are not installing on Dell
hardware or are upgrading Security Tools on older Dell hardware, you should verify which version of Microsoft .Net is
installed and update the version, prior to installing Security Tools to prevent installation/upgrade failures. To install the full
version of Microsoft .Net Framework 4.5, go to https://www.microsoft.com/en-us/download/details.aspx?id=30653

To verify the version of .Net installed, follow these instructions on the computer targeted for installation: http://
msdn.microsoft.com/en-us/library/hh925568(v=vs.110).aspx

* Drivers and firmware for your authentication hardware must be up-to-date on your computer. To obtain drivers and
firmware for Dell computers, go to http://www.dell.com/support/home/us/en/19/Products/?app=drivers and select your
computer model. Based on your authentication hardware, download the following:

e NEXT Biometrics Fingerprint Driver
« Validity FingerPrint Reader 495 Driver
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o (O2Micro Smartcard Driver
¢ Dell ControlVault

Other hardware vendors may require their own drivers.

The installer installs this component if not already installed on the computer:

Prerequisites

e Microsoft Visual C++ 2012 Update 4 or later Redistributable Package (x86/x64)

Software

Windows Operating Systems

The following table details supported software.

Windows Operating Systems (32- and 64-bit)

e Microsoft Windows 7 SPO-SP1
- Enterprise
- Professional

® | AE: Legacy Boot mode is supported on Windows 7. UEFI is not supported on Windows 7.

e Microsoft Windows 8
- Enterprise
- Pro
- Windows 8 (Consumer)

@ | #-&: Windows 8 is supported with UEFI Mode when used with Opal Compliant SEDs and Dell Computer Models -
UEFI Support.

* Microsoft Windows 8.1 - 8.1 Update 1
- Enterprise Edition

- Pro Edition

@ | #&: Windows 8.1 is supported with UEFI Mode when used with Opal Compliant SEDs and Dell Computer Models -
UEFI Support.

e Microsoft Windows 10
» Education Edition
« Enterprise Edition
« Pro Edition

@ | AE: Windows 10 is supported with UEFI Mode when used with Opal Compliant SEDs and Dell Computer Models - UEFI
Support.



Mobile Device Operating Systems

The following mobile operating systems are supported with Security Tools One-time Password feature.

Mobile Device Operating Systems

Android Operating Systems

e 4.0-4.0.4 Ice Cream Sandwich
e 41-431Jelly Bean

e 4.4 - 444 Kitkat

e 50-511Lollipop

iOS Operating Systems

o i0OS7x
o i0OS8x

Windows Phone Operating Systems

e Windows Phone 8.1
*  Windows 10 Mobile

Hardware

Authentication

The following table details supported authentication hardware.

Authentication

Fingerprint Readers

» Validity VFS495 in Secure Mode

e Broadcom Control Vault Swipe Reader

o UPEK TCS1 FIPS 201 Secure Reader 1.6.3.379

e Authentec Eikon and Eikon To Go USB Readers

@ | #-E: When using an external fingerprint reader, you must download and install the latest drivers required for your
specific reader.

Contactless Cards

» Contactless Cards using Contactless Card Readers built-in to specified Dell laptops

Smart Cards



Authentication

o PKCS #11 Smart cards using the Actividentity client

® | A<E: The Activldentity client is not pre-loaded and must be installed separately.

e Common Access Cards (CAC)

@ | » & With multi-cert CACs, at logon, the user selects the correct certificate from a list.
o CSP Cards

e Class B/SIPR Net Cards

The following table details Dell computer models supported with SIPR Net cards.

Dell Computer Models - Class B/SIPR Net Card Support

o Latitude E6440 e Precision M2800 e Latitude 14 Rugged Extreme
o Latitude E6540 » Precision M4800 o Latitude 12 Rugged Extreme
» Precision M6800 o Latitude 14 Rugged

Dell Computer Models - UEFI Support

Authentication features are supported with UEFI mode on select Dell computers running Microsoft Windows 8, Microsoft
Windows 8.1, and Microsoft Windows 10 with qualified Opal Compliant SEDs. Other computers running Microsoft Windows 7,
Microsoft Windows 8, Microsoft Windows 8.1, and Microsoft Windows 10 support Legacy Boot mode.

The following table details Dell computer models supported with UEFI.

Dell Computer Models - UEFI Support

» Latitude 7370 e Precision M3510 * Optiplex 3040 Micro, Mini « Venue Pro 11 (Models
. Latitude E5270 «  Precision M4800 Tower, Small Form Factor 5175/5179)
« Latitude E5470 «  Precision M5510 » Optiplex 3046 * Venue Pro 11 (Model 7139)

» Optiplex 5040 Mini Tower,

e Latitude E5570 e Precision M6800

_ o Small Form Factor
. Latftude E7240 D PreCfoon M7510 . OptiPlex 7020
e Latitude E7250 e Precision M7710 . Optiplex 7040 Micro, Mini
o Latitude E7270 e Precision T3420 Tower, Small Form Factor
o Latitude E7275 e Precision T3620 « Optiplex 3240 All-In-One
o Latitude E7350 ¢ Precision 77810 e Optiplex 7440 All-In-One
e Latitude E7440 » OptiPlex 9020 Micro

o Latitude E7450
o Latitude E7470

e Latitude 12 Rugged
Extreme

» Latitude 12 Rugged Tablet
(Model 7202)

o Latitude 14 Rugged
Extreme


http://portal.actividentity.com/

Dell Computer Models - UEFI Support

* Latitude 14 Rugged

(D | A<E: Authentication features are supported with UEFI mode on these computers running Windows 8, Windows 8.1, and
Windows 10 with qualified Opal Compliant SEDs. Other computers running Windows 7, Windows 8, Windows 8.1, and
Windows 10 support Legacy Boot mode.

| A E: On a supported UEFI computer, after selecting Restart from the main menu, the computer restarts and then displays
one of two possible logon screens. The logon screen that appears is determined by differences in computer platform
architecture. Some models display the PBA logon screen; other models display the Windows logon screen. Both logon
screens are equally secure.

O AE:
Ensure that the Enable Legacy Option ROMs setting is disabled in the BIOS.

To disable Legacy Option ROMs:

Restart the computer.

As it is restarting, press F12 repeatedly to bring up the UEFI computer's boot settings.
Press the down arrow, highlight the BIOS Settings option, and press Enter.

Select Settings > General > Advanced Boot Options.

g N NN -

Clear the Enable Legacy Option ROMs checkbox and click Apply.

Opal Compliant SEDs

For the most up-to-date list of Opal compliant SEDs supported with the SED management, refer to this KB article: http://
www.dell.com/support/article/us/en/19/SLN296720.

International Keyboards

* The following table lists international keyboards supported with Preboot Authentication.

@| A These keyboards are supported with UEFI only.
International Keyboard Support - UEFI

e DE-CH - Swiss German

e DE-FR - Swiss French

Language Support

DDP | Security Tools is Multilingual User Interface (MUI) compliant and supports the following languages.

| A=E:
PBA localization is not supported in Russian, Traditional Chinese, or Simplified Chinese on UEFI computers..
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Language Support

Authentication Options

EN - English
FR - French
IT - Italian

DE - German

ES - Spanish

JA - Japanese

KO - Korean

ZH-CN - Chinese, Simplified

ZH-TW - Chinese, Traditional/Taiwan

PT-BR - Portuguese, Brazilian

PT-PT - Portuguese, Portugal (Iberian)

RU - Russian

The following authentication options require specific hardware: Fingerprints, Smart Cards, Contactless Cards, Class B/SIPR Net
Cards, and authentication on UEFI computers.

The One-time Password feature requires that a TPM is present, enabled, and owned. For more information, see Clear
Ownership and Activate the TPM. OTP is not supported with TPM 2.0.

The following tables show authentication options available with Security Tools, by operating system, when hardware and
configuration requirements are met.

Non-UEFI
PBA Windows Authentication
Passwor Fingerpri Contact OTP SIPR Passwor Fingerpri Smart OoTP SIPR
d nt ed Smart Card d nt card Card
card
Windows 7 SPO- X! X X X X X
SP1
Windows 8 x1 X X X X X
Windows 8.1- Xt X X X X X
Windows 8.1
Update 1
Windows 10 x1 X X X X X
1. Available with a supported Opal SED.
UEFI
PBA - on supported Dell computers Windows Authentication
Passwor Fingerpri Contact OTP SIPR Passwor Fingerpri Smart oTP SIPR
d nt ed Smart Card d nt card Card
card
Windows 7
Windows 8 X2 X X X X X



UEFI

PBA - on supported Dell computers Windows Authentication
Passwor Fingerpri Contact OTP SIPR Passwor Fingerpri Smart OTP SIPR
d nt ed Smart Card d nt card Card
card
Windows 8.1- X2 X X X X X
Windows 8.1
Update 1
Windows 10 X2 X X X X X

2. Available with a supported OPAL SED on supported UEFI computers.
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